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To:    Chair & Council Members, Audit Committee 

 

Area Responsible:  Tanya Haywood, Deputy City Manager – Community 
Services  

 Mary Walsh, Manager – Citizen Services  
 

Copy to:   Kevin Breen, City Manager  

 

INTRODUCTION 

OBJECTIVES 

In accordance with the City’s approved audit plan, the objectives of this review 

are to assess whether: 

1. the service is being managed with due regard to risks and due diligence 

(risk management), 

2. processes and structures are implemented to inform, direct, manage and 

monitor activities that are intended to move the City toward the 

achievement of our strategic plan (governance processes), and 

3. the process is being managed with due regard to control processes - i.e. 

policies, procedures, regulations and council directives (control 

processes). 

It is the overall areas of risk management, governance processes and control 

processes which structured the work carried out during the review. 

 

METHODOLOGY & SCOPE 

This review of cash handling at the Citizen Services Centre has been undertaken 

in accordance with the approved three-year audit plan.  To meet the review 

objectives, research was conducted on security, cash handling and petty cash 

best practices.  In addition, audit procedures included interviews with 

management and staff, a walk-through of the area with the Manager, Corporate 

Security and detailed testing of various supporting documentation such as Daily 
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prior to finalization of this report management have implemented a new cheque 

processing system which allows for immediate deposit of cheques to the City’s 

bank account.   

 

  

In addition, the Centre maintains a  petty cash float that is used by several 

different divisions within City Hall. 

Staffing at the Citizen Services Centre for 2017 consists of a manager, a 

supervisor, three Citizen Services Representatives II and thirteen Citizen 

Services Representatives I (six full-time positions, five part-time positions and 

two call-in positions).  Total budgeted expenditures for the Centre for 2017 is 

$1,783,867. 

NOTE 

The review of the Citizen Services Centre began in the first quarter of 2017.  In 

May 2017, after substantial completion of the fieldwork, the Office of the City 

Internal Auditor was requested to immediately begin a review at Mile One Centre.  

As a result, fieldwork was halted for the Citizen Service Centre review and an 

interim exit meeting was held with management to discuss issues identified to 

that point.  Fieldwork did not recommence until the 3rd quarter of 2018.   

To complete this review and not further delay other assignments on the audit 

plan we did not revisit work already completed.  However, as can be seen in 

management comments throughout this report, management had already begun 

to address some of the issues identified in 2017 and implement 

recommendations.  They should be commended for doing so. 

35(1)(b) 
31(1)(l)
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•

 

  

 

 

 

 

 

• Segregation of Duties and Controls Over Revenue Completeness

− The protection of assets could be further improved by properly

segregating duties in areas such as the receipt of mail and processing of 

void transactions.  Also, strengthening controls over revenue 

completeness by performing reconciliations of sales of items such as park 

cards, Metrobus cards, parking permits, etc. would enhance the protection 

of assets. 

• Procedures

 The division would greatly benefit from developing a detailed set of

procedures covering numerous processes, including: 

➢ receiving of items such as park cards, Metrobus cards, animal 

licenses, etc., 

➢ cash handling, 

➢ reconciliations, 

➢ storage requirements, 

➢ sales, etc. 

Additional recommendations of a less significant nature can be found in the body 

of the report.   It should be noted that management have agreed to implement or 

further investigate all recommendations. 

29(1)(a)
31(1)(l)
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Action By:  Manager, Citizen Services  Action Date: Apr 2019 

Information Only:  DCM, Community Services 
  DCM, Finance & Administration 
  Manager, Emergency Preparedness & BCP 
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Issue 3.2 – Revenue Completeness (Missing Cards) 

The Parking Services Division orders the Park Cards and delivers them to the 

Citizen Services Centre.   

  

 

 

 

 

 

 

 

 

Recommendation 3.2 

To ensure revenue completeness over Park Cards management must be able to 

account for the cards in their possession.  This can be achieved by: 

i) ensuring the Park Cards are counted by the Citizen Services Centre when

they are delivered by the Parking Services Division.  The count should be

agreed to by both parties and should be documented on a form that is

signed and dated by both parties to ensure a proper audit trail.  A copy of

the completed form should be maintained on file by management.

ii) developing a spreadsheet to help keep track of the cards.  The

spreadsheet should indicate which cards are in the safe, at the front

counter or have been sold (e.g. 100 cards located in the safe, 20 cards

located at the front counter, 80 cards sold).

iii) reconciling the number of cards remaining to the number of cards sold per

the Govern system on a regular basis (i.e. monthly).  This will help to

ensure that management is aware if cards go missing.

31(1)(l)
35(1)(b)
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Management Response and Intended Course of Action 3.2 
We agree with these recommendations and they have been completed for the 

2019 cards. 

Conclusion 3.2 
Management indicates that these recommendations have been 

implemented. 

Action By:  Manager, Citizen Services       Action Date:  Complete 

Information Only:  DCM, Community Services 
  DCM, Finance & Administration 
  DCM, Planning, Engineering & Regulatory Services 
  Manager, Regulatory Services 

Issue 3.3 – Procedures for Park Card Sales and Monitoring 

During discussions management indicated that there are no written procedures 

regarding the Park Card receiving process, sales process or 

monitoring/reconciliation process.  Written procedures can be an important 

training tool and help to make certain that everyone is aware of their 

responsibilities.  This helps to ensure that employees and management perform 

their duties in an efficient and consistent manner thereby improving customer 

service and decreasing errors. 

Recommendation 3.3 
Management should develop written procedures for the Park Card receiving 

process, how to process Park Card transactions in the Mackay Card system and 

the Govern system as well as document any review, approval or reconciliation 

procedures carried out by management.  Once developed the procedures should 
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be distributed to the affected employees and training should be provided if 

required. 

Management Response and Intended Course of Action 3.3 
Process is being developed, including written procedures, and will be 

communicated to all impacted staff. 

Conclusion 3.3 
The recommendation will be implemented as stated above. 

Action By:  Manager, Citizen Services       Action Date:  Mar 2019 

Information Only:  DCM, Community Services 
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Section 4– Cash Handling 

Issue 4.1 – Policy and/or Procedures 

Cash handling policies and procedures are critical to any organization that 

handles cash in the workplace.  Good cash handling procedures can help protect 

the organization from loss as well as protect its employees and aid in the 

deterrence of internal and external theft of cash. 

The Citizen Services Centre has a small booklet entitled “Cash Handling Course” 

that covers topics such as accountability, petty cash, and cash receipts; however, 

the procedures are outdated, basic and many important topics are not discussed.  

Documented, detailed cash handling policies and/or procedures would be 

beneficial to management and the Customer Services Representatives and 

would be useful for training purposes. 

Recommendation 4.1 

Management should develop cash handling policies and/or procedures for the 

Citizen Services Centre and should contact the Department of Finance & 

Administration for guidance on what should be included.  At a minimum, the 

procedures should cover: 

i) petty cash and cash drawers to be secured at all times,

ii) safe to be opened by two people, whenever possible

iii) cash must be counted, with the count documented on a form, at the

beginning and end of each shift.  The count must be verified, and the form

must be signed and dated by both parties,

iv) the cash deposit must be approved by someone with no cash handling

duties, preferably a member of management with appropriate sign-offs,

v) personal information associated with cash deposits (e.g. credit card

receipts) must be properly secured or disposed of,

vi) reconciliations of cash deposits to the accounting records must be made

in a timely manner,
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vii) combinations to safes must be changed whenever an individual no longer

requires the combination to perform their duties,

viii) how to perform the daily deposit and reconciliation processes,

ix) which management reports (e.g. void transactions, cash over/short, etc.)

are to be printed, how often they are to be printed (i.e. daily, weekly,

monthly), and who should review and approve them.

Management Response and Intended Course of Action 4.1 
Citizen Services Centre 

We have a cash handling document in place that we have reviewed with and 

made available to staff.  We will also document cash handling procedures.  It 

would be useful if there were corporate financial policies to help guide our 

procedures. 

Financial Services Division 

Financial Services is currently working with the City’s Policy Analyst on a 

corporate wide cash handling/petty cash policy.  

Conclusion 4.1 
The recommendations will be implemented as stated above. 

Action By:  Manager, Citizen Services       Action Date:  May 2019 

Information Only:  DCM, Community Services 
  DCM, Finance & Administration 

 Manager, Financial Services 

Issue 4.2 – Deleted Transactions   

When a Customer Service Representative (CSR) makes an error when 

performing a transaction in the Govern computer system the transaction is 
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deleted, and a new transaction is completed.  A transaction is also deleted if a 

refund is requested by a customer on the same day that the original transaction 

took place (refund requests for transactions that occurred on a previous day are 

processed through the Department of Finance & Administration).  When a 

transaction is deleted it is removed from the system; therefore, strong internal 

controls are required for deleted transactions. 

 

 

 

 

 

 

 

 

In addition, management indicated that they were not aware that a report of 

deleted transactions could be generated from the Govern system.  Reviewing 

reports of deleted transactions would be a strong control to ensure that 

management was aware of transactions that have been deleted and could 

highlight trends such as high levels of deleted transactions performed by certain 

CSR’s. 

Recommendation 4.2 

To improve controls over deleted transactions management should: 

i) review the feasibility of restricting the ability to delete transactions to only

the Manager and Supervisor of Citizen Services,

ii) if it is determined that the ability to delete transactions cannot be restricted

to management only, then generate and review reports of deleted

transactions daily, as part of the daily sales reconciliation process.  These

31(1)(l)
35(1)(b)
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reports should be included in the daily sales package to ensure a proper 

audit trail and 

iii) generate and review reports of deleted transactions on, at least, a monthly

basis to determine if the number of deleted transactions are reasonable

and to observe any trends that may require further investigation and/or

training.

Management Response and Intended Course of Action 4.2 
We will restrict the ability to delete transactions to management only and will 

generate and review reports on a monthly basis as recommended. 

Conclusion 4.2 
The recommendations will be implemented as stated above. 

Action By:  Manager, Citizen Services       Action Date:  Jun 2019 

Information Only:  DCM, Community Services 
  DCM, Finance & Administration 

Issue 4.3 – Payments Received by Mail 

To ensure the security of payments (i.e. cheques and cash) received by mail best 

practices require a proper segregation of duties between individuals who receive 

the payments and those that have the ability to process payments.  Best 

practices also recommend the listing of all payments received by mail in a log 

that can later be used to reconcile the payments received to the deposit. 

  

  

 
31(1)(l)
35(1)(b)
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.   

Recommendation 4.3 

 

29(1)(a)
31(1)(l)
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Recommendation 4.4 

 

 

  

 

Management Response and Intended Course of Action 4.4 
Process as recommended. 

Conclusion 4.4 
Management indicates that the recommendation is implemented. 

Action By:  Manager, Citizen Services       Action Date:  Complete 

Information Only:  DCM, Community Services 
  DCM, Finance & Administration 

Issue 4.5 – Cash Sales Floats 

To ensure accountability over cash sales floats best practices require they be 

counted and verified whenever they change hands (i.e. at the beginning and end 

of each shift), that access to the floats be limited and that a proper audit trail be 

maintained indicating responsibility for the floats. 

29(1)(a)
31(1)(l)
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Management Response and Intended Course of Action 4.6 
Process and documentation sheet developed by supervisor.  Weekly count of 

change float started. 

Conclusion 4.6 
Management indicates the recommendations are implemented. 

Action By:  Manager, Citizen Services       Action Date:  Complete 

Information Only:  DCM, Community Services 

Issue 4.7 – Cheques Received at Other City Departments/Divisions  
Discussions with management disclosed that the Citizen Services Centre 

frequently  

  The Citizen Services Centre 

then processes and deposits the cheques.  This increased handling of cheques 

is not efficient and increases the risk of the cheques becoming misplaced or 

misappropriated.   

Recommendation 4.7 
Management should issue a memorandum to all City Departments/Divisions that 

 

 

 

 

   

31(1)(l)
35(1)(b)
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Management Response and Intended Course of Action 4.7 
Will request the Deputy City Manager, Finance and Administration to do same. 

Conclusion 4.7 
The recommendation will be implemented as stated above. 

Action By:  Manager, Citizen Services       Action Date:  Jun 2019 

Information Only:  DCM, Community Services 

Issue 4.8 – Compliance with PCI DSS  
Any organization that accepts payments by debit and/or credit card must comply 

with the Payment Card Industry Data Security Standard (PCI DSS).  Non-

compliance with the standard can result in the payment card industry restricting 

the organization’s ability to accept payment cards depending on the severity of 

noncompliance, though this action is unlikely. 

Although reviewing the Citizen Services Centre’s operations against the PCI DSS 

was outside the scope of this audit one possible compliance issue did come to 

our attention.  Through discussions with management it was disclosed that, at 

times, other City Departments have submitted customer credit card information to 

the service centre by email, mainly to make payment for permits.  This practice is 

not in compliance with the PCI DSS.  Management also indicated that the 

occurrence of this practice has decreased significantly in the past year due to 

changes made in the permit application process. 

Recommendation 4.8 
To be compliant with the Payment Card Industry Data Security Standard 

management should instruct staff not to accept credit card information over 
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email.  Any individuals sending credit card information to the Citizen Services 

Centre by email should be contacted to make other payment arrangements. 

Management Response and Intended Course of Action 4.8 
Agree with recommendation.  Complete. 

Conclusion 4.8 
Management indicates the recommendation is implemented. 

Action By:  Manager, Citizen Services       Action Date:  Complete 

Information Only:  DCM, Community Services 
  DCM, Finance & Administration 

Issue 4.9 – Petty Cash  
The Citizen Services Centre maintains a petty cash fund of which is used 

by multiple departments/divisions.   

  

 

 

 

Testing of petty cash documentation and discussions with management 

disclosed the following: 

• of the 36 expenditures made from petty cash during the sample period 24

of them were for two departments/divisions

• there are no written procedures for administering the petty cash fund

35(1)(b)
31(1)(l)
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Recommendation 4.9 
Due to the above noted issues and the fact that most of the petty cash 

expenditures are only for two departments/divisions management should 

consider removing the petty cash fund from the Citizen Services Centre.  If other 

departments/divisions require petty cash on a regular basis they should request 

the establishment of their own petty cash fund from finance. 

 

 

29(1)(a)
31(1)(l)
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Management Response and Intended Course of Action 4.9 
Citizen Services Centre 

We will discuss this issue with the Finance & Administration Division with the 

goal of eliminating this petty cash fund. 

Financial Services Division 

Financial Services agree with abolishing the petty cash fund in access.  As 

stated, most of the petty cash transactions are for other departments/divisions, 

some of which can be paid using Low Value Purchase Orders or other means. 

Conclusion 4.9 
The recommendation will be implemented as stated above. 

Action By:  Manager, Citizen Services       Action Date:  Jun 2019 

Information Only:  DCM, Community Services 
  DCM, Finance & Administration 
  Manager, Financial Services 
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Section 5 – Metrobus and GoBus Cards 

Issue 5.1 – Written Procedures 

The Citizen Services Centre sells and loads/reloads Metrobus and GoBus cards 

for the St. John’s Transportation Commission.  Once loaded with value the cards 

can be used to pay fares on Metrobus and GoBus instead of having to use cash. 

There are a number of different processes performed by the Citizen Services 

Centre related to the receiving, storing, selling and reconciling of the Metrobus 

and GoBus cards; however, there are no written procedures for management 

and staff to follow when performing these processes.  Written procedures would 

be helpful to promote accountability and help ensure that processes are 

performed consistently and accurately. 

Recommendation 5.1 
To promote accountability and help ensure consistency and accuracy in 

operations management should develop written procedures for the Metrobus and 

GoBus card processes, including the receiving, storing, sales and reconciliation 

processes. 

Management Response and Intended Course of Action 5.1 
Procedures will be developed.  Receiving process initiated. 

Conclusion 5.1 
The recommendation will be implemented as stated above. 

Action By:  Manager, Citizen Services       Action Date:  Jun 2019 

Information Only:  DCM, Community Services 
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Section 6 – Parking Permits 

Issue 6.1 – Written Procedures 

The Citizen Services Centre sells and distributes (where required) parking 

permits for the Parking Services Division.  The City of St. John’s sells parking 

permits to residents and businesses for a variety of reasons including for 

residential parking on specified streets, for contractors doing business in a 

residential permit parking area, for parking in City parking lots, etc.  In all, the 

Citizen Services Centre administers more than 25 different types of parking 

permits. 

There are several different processes performed by the Citizen Services Centre 

related to the receiving, storing, selling and reconciling of the parking permits; 

however, there are no written procedures for management and staff to follow 

when performing these processes.  Written procedures would be helpful to 

promote accountability and help ensure that processes are performed 

consistently and accurately. 

Recommendation 6.1 
To promote accountability and help ensure consistency and accuracy in 

operations management should develop written procedures for the parking 

permit processes, including the receiving, storing, sales and reconciliation 

processes. 

Management Response and Intended Course of Action 6.1 
A new parking permit system will be implemented in 2019.  We will develop 

written procedures as requested upon implementation of the new system. 

Conclusion 6.1 
The recommendation will be implemented as stated above. 
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Action By:  Manager, Citizen Services       Action Date:  Dec 2019 

Information Only:  DCM, Community Services 
  DCM, Planning, Engineering and Regulatory Services 
  Manager, Regulatory Services  

Issue 6.2 – Receiving Process 

The Parking Services Division orders the parking permits on an annual basis.  

Best practices in receiving require items to be counted and verified against 

documentation, such as a packing slip, when received to ensure completeness of 

the items and to be able to assign accountability.   

 

 

 

  

Recommendation 6.2 
 

 

  This 

documentation should be signed by a representative from the Citizen Services 

Centre and from the Parking Services Division.  A copy of the documentation 

should be maintained on file at the service centre and a copy should be 

forwarded to the Supervisor, Parking Services for their records.   

 

Management Response and Intended Course of Action 6.2 
This process was performed for the 2019 parking permits and will be reviewed 

upon implementation of the new parking permit system. 

31(1)(l)
35(1)(b)
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Management Response and Intended Course of Action 6.3 
This process was performed for the 2019 parking permits and will be reviewed 

upon implementation of the new parking permit system. 

Conclusion 6.3 
The recommendation will be implemented as stated above. 

Action By:  Manager, Citizen Services       Action Date:  Dec 2019 

Information Only:  DCM, Community Services 
  DCM, Planning, Engineering and Regulatory Services 
  Manager, Regulatory Services  

Issue 6.4 – Revenue Completeness (Reconciliations) 

Management at the Citizen Services Centre indicated that there is no 

reconciliation process performed between parking permits on hand and permits 

sold.   

 

 

 

 

Recommendation 6.4 
 

 

 

31(1)(l)
35(1)(b)
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Management Response and Intended Course of Action 6.4 
This process will be completed for the 2019 parking permits and will be reviewed 

upon implementation of the new parking permit system. 

Conclusion 6.4 
The recommendation will be implemented as stated above. 

Action By:  Manager, Citizen Services   Action Date:  Dec 2019 

Information Only:  DCM, Community Services 
  DCM, Planning, Engineering and Regulatory Services 
  Manager, Regulatory Services 
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Recommendation 7.2 
 

Management Response and Intended Course of Action 7.2 
We have been informed that Humane Services are looking at a new system for 

online licensing sales.  We will review the recommendations upon the 

implementation of this new system.  In addition, it should be noted that very few 

licenses are sold from Access and that licenses have no value if they are not set 

up in the system. 

Conclusion 7.2 
The recommendation will be implemented as stated above. 

Action By:  Manager, Citizen Services       Action Date:  Dec 2019 

Information Only:  DCM, Community Services 
  Manager, Humane Services 

29(1)(a)
31(1)(l)




